MS-102 Lab 1 – Tenant Setup and Identity Basics
Objective
Build a small Microsoft 365 tenant where:
· Users can be created and managed 
· Identity is visible in both Admin Center and Entra ID 
· Users can sign in successfully 

Requirements
Devices / Tools
· Microsoft 365 tenant 
· Microsoft 365 Developer Program 
· Admin access account 
Tasks
Task 1 – Access Admin Portals
Log into:
· Microsoft 365 Admin Center 
· Microsoft Entra ID 
Do:
· Open both portals side by side 



Task 2 – Explore Tenant Structure
In Microsoft 365 Admin Center, go to:
· Users > Active users 
· Billing > Licenses 
· Settings > Org settings 
Questions
· Where are users managed? 
· Where are licenses controlled? 
· What is the purpose of Org settings? 
· What is the difference between Microsoft 365 Admin Center and Entra ID? 

Task 3 – Create Users
Create the following users:
	User Name
	Email

	Alice Carter
	Alice.Carter@yourtenant.onmicrosoft.com

	Bob Nguyen
	Bob.Nguyen@yourtenant.onmicrosoft.com


Settings
· Auto-generate password 
· Disable “require password change on first login” 
Questions
· What license is assigned to each user? 
· What happens if a user is created without a license? 




Task 4 – Verify in Entra ID
Go to:
· Entra ID > Users 
Check:
· Do both users appear? 
Questions
· What extra information is shown in Entra ID compared to Admin Center? 
· What is an Object ID? 
· Can the Object ID be changed? 

Task 5 – Login Test
Open an incognito/private window and go to:
· https://portal.office.com 
Log in as:
· Alice 
· Bob 
Expected Result
· Users land in a limited portal 
· Users do not have admin access 
Questions
· What determines what the user can access after login? 




Task 6 – License Test
· Remove the license from one user 
· Attempt to log in again 
Questions
· What changes after the license is removed? 
· Which services are no longer accessible? 

Knowledge Test
· What is Microsoft 365 Admin Center used for? 
· What is Entra ID responsible for? 
· Why do users exist in both systems? 
· What happens if a user has no license assigned? 
· What is the difference between identity management and service management? 

Optional Challenge
· Create a third user 
· Assign a license to the user 
· Remove the license and observe what changes 
· Verify the user in both Microsoft 365 Admin Center and Entra ID

