MS-102 Lab 2 – Groups and License Assignment
Objective
Build and manage groups in Microsoft 365 where:
· Users are organized using groups 
· Licenses are assigned via groups 
· Access is controlled using group membership 
Requirements
Devices / Tools
· Microsoft 365 tenant (same as Lab 1) 
· Admin access account 

Tasks
Task 1 – Create Groups
Create the following groups:
	Group Name
	Type

	HR Team
	Security

	IT Team
	Microsoft 365

	IT Licensing
	Security


Go to:
· MS365 Admin Center > Teams & groups > Active teams & groups 



Task 2 – Add Users to Groups
Add the following users:
· Alice > HR Team 
· Bob > IT Team 
· Bob > IT Licensing 

Task 3 – Explore Group Types
Go to:
· MS365 Admin Center or Entra ID > Groups 
Questions:
· What is the purpose of a Security group? 
· What is the purpose of a Microsoft 365 group? 
· What are the key differences between these group types? 

Task 4 – Assign License via Group
1. Remove the direct license from Bob 
2. Assign a Microsoft 365 E3 license to the appropriate group 
Go to:
· MS365 Admin Center > Teams & groups > Active teams & groups > [Group Name] > Licenses and apps 

Task 5 – Test Group-Based Licensing
Check Bob:
· Does Bob now have a license again? 

Task 6 – Verify in Entra ID
Go to:
· Entra ID > Users > Bob 
Check:
· Assigned licenses 
· Group memberships 

Knowledge Test
1. Why would you assign licenses to a group instead of directly to a user? 
2. What happens when a user is removed from a licensed group? 
3. Where can group-based licensing be configured? 
4. What determines a user’s final access when they are in multiple groups? 

Optional Challenge
· Create a new group (e.g. Finance Team) 
· Assign a license to the group 
· Add and remove users and observe the changes





