MS-102 Lab 4 – Authentication and Multi-Factor Authentication (MFA)
Objective
Manage authentication in Microsoft 365 where:
· Multi-Factor Authentication (MFA) is configured 
· User sign-in security is improved 
· Authentication methods are controlled 

Requirements
Devices / Tools
· Microsoft 365 tenant 
· Admin access account 
· Test user accounts (Alice / Bob) 




Tasks
Task 1 – Review Authentication Methods
Go to:
· Entra ID > Users > Authentication methods 
Explore:
· Microsoft Authenticator 
· SMS 
· Email 
· Password 
Questions
· What authentication methods are available? 
· Which method is most secure? 

Task 2 – Enable MFA (Per User)
Go to:
· MS365 Admin Center > Users > Active users 
Select a user:
· Alice 
Then:
· Click Manage multi-factor authentication 
· Enable MFA 

Task 3 – Register MFA
Log in as Alice:
· https://portal.office.com 
Complete:
· MFA setup using Microsoft Authenticator (recommended) 

Task 4 – Test MFA
Log out and log back in as Alice
Questions
· What happens during login? 
· What additional step is required? 

Task 5 – Explore Security Defaults
Go to:
· Entra ID > Properties 
Find:
· Security defaults 
Questions
· What do security defaults enforce? 
· What happens when security defaults are enabled? 

Task 6 – Compare MFA vs Security Defaults
Questions
· What is the difference between per-user MFA and Security Defaults? 
· When would you use Security Defaults instead of manual MFA? 

Task 7 – Verify in Entra ID
Go to:
· Entra ID > Users > Alice 
Check:
· Authentication methods 
· Sign-in activity 

Knowledge Test
· What is Multi-Factor Authentication (MFA)? 
· Why is MFA important? 
· What is the difference between password-only authentication and MFA? 
· What is the most secure authentication method? 
· What do Security Defaults provide?

