Lab 6 – Identity Protection and Self-Service Password Reset

Overview
This lab focuses on protecting user identities in Microsoft Entra ID by configuring Self-Service Password Reset and reviewing identity risk features. It builds on MFA and Conditional Access by showing how users can recover accounts securely and how risky sign-ins can be monitored.
  
Objective
Manage identity protection in Microsoft 365 where:
· Self-Service Password Reset is configured 
· Users can reset their own passwords 
· Authentication methods are used for account recovery 
· Risky sign-ins and users are reviewed 
 
Requirements
 
Devices / Tools
· Microsoft 365 tenant 
· Admin access account 
· Test user accounts Alice / Bob 
· Microsoft Authenticator or phone number for testing 
 
Tasks
Task 1 – Explore Password Reset Settings
Go to:
· Entra ID > Protection > Password reset 
Review:
· Properties 
· Authentication methods 
· Registration 
· Notifications 
Questions:
· What is Self-Service Password Reset? 
· Where is SSPR configured? 
 
Task 2 – Enable Self-Service Password Reset
Go to:
· Entra ID > Password reset > Properties 
Set:
· Self-service password reset enabled > Selected 
· Select group > HR Team 
Questions:
Why is it safer to enable SSPR for a group first instead of all users? 

Task 3 – Configure Authentication Methods
Go to:
 • Entra ID > Protection > Password reset > Authentication methods
Configure:
 • Number of methods required to reset > 1
Then go to:
 • Entra ID > Authentication methods
Review available methods:
 • Microsoft Authenticator
 • SMS (Mobile phone)
 • Voice call
 • Email
 • Temporary Access Pass
Questions:
 • Why should users have more than one recovery method?
 • Which methods are available for password reset?


Task 4 – Register Authentication Methods
Go to:
https://aka.ms/ssprsetup 
Log in as Alice.
Register:
· Microsoft Authenticator 
· Phone or email recovery method 
Questions:
· What information does Alice need to register? 
  
· Why is registration required before password reset can work? 
 



Task 5 – Test Self-Service Password Reset
Go to:
· https://passwordreset.microsoftonline.com 
Test with:
· Alice 
Complete:
· Verify identity 
· Reset password 
· Sign in with new password 
Questions:
· Was Alice able to reset her password? 
Alice was able to reset her password
  
· What verification method was required? 
  
· Could Alice sign in after resetting the password? 
 
Task 6 – Review Risky Users and Sign-Ins
Go to:
· Entra ID > Protection > Identity Protection 
Review:
· Risky users 
· Risky sign-ins 
· Risk detections 
Questions:
· What is a risky user? 
· What is a risky sign-in? 
· Why would an admin review risk events? 
 



Task 7 – Verify User Authentication Methods
Go to:
· Entra ID > Users > Alice 
Check:
· Authentication methods 
· Sign-in logs 
Questions:
· Which authentication methods are registered for Alice? 
· Is there evidence of password reset or sign-in activity? 
 
Knowledge Test
· What is Self-Service Password Reset? 
· Why is SSPR useful for users and helpdesk teams? 
· Why should SSPR be enabled for a test group before all users? 
· What is the difference between a risky user and a risky sign-in? 
· How do MFA, SSPR, and Conditional Access work together?

